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Assessing User Privacy Concerns in the Wearable Tech
Industry

Paulovics, Agnes?

Abstract: Wearable technologies, such as smart watches and fitness trackers, are
devices worn on the body that connect to the internet and gather data. They pro-
vide valuable real-time insights into an individual’s health and lifestyle, which
highlights the importance of data security and ownership.

This study examines how much trust users have in the privacy aspects of weara-
ble technology and what data security concerns they have. The study began with
a detailed examination of the market for wearables, e-textiles, and smart textiles,
explaining their technical specifics and differences. The research findings
showed that data security is a significant consideration for at least 25% of wear-
ables users when making a purchase. Furthermore, a comparison of perceptions
across countries revealed that Hungarians are at least 10% more likely than the
Swiss to believe that data collected by wearables is stored securely.
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Introduction

Digitalization is a part of humans’ daily lives. Health data can nowadays
be collected unnoticed with smart garments, e-textiles, and wearables thus
providing a deep insight into humans’ vital data and health status. These
devices can record heart rate (BPM), heart rate variability (HRV), electro-
cardiogram (ECG), acceleration, GPS, respiration rate, and many others.
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However, recording a large amount of sensitive information comes with
some drawbacks and challenges. It is often not clearly communicated how
the data is processed and whether it is used for monetary purposes.

With advancing technology, devices like e-textiles constantly collect
vast amounts of personal data. The European Union’s GDPR defines per-
sonal data as any information relating to an identifiable individual, including
location, online identifiers, and even physical or cultural attributes (What Is
GDPR, the EU’s New Data Protection Law?, 2018). When e-textiles con-
nect to user accounts, they access data from both the device and user’s ac-
count. Without proper anonymization, this data can be misused, from tar-
geted advertising to serious crimes like identity theft. Therefore, users must
understand how their data is used, stored, and shared, enabling them to man-
age their data and make informed decisions about technology use.

The researcher, currently residing in Switzerland, has had the oppor-
tunity to establish a network of personal contacts in both Switzerland and
Hungary. Through her interactions, an impression has been formed that
suggests a heightened emphasis on data sovereignty in Switzerland com-
pared to Hungary. Moreover, there is a discernible increase in the overall
concern for data security. This research aims to investigate and corrobo-
rate these preliminary observations.

Three hypotheses are formulated at the beginning of the research:
Hypothesis 1: A significant proportion of wearable users consider data

security as an important factor when buying a product.
Hypothesis 2: Owners fear the loss and theft of data at different levels
depending on the type of the data.
Hypothesis 3: Hungarians are more likely than the Swiss to consider the
storage of wearable data as secure.

Literature Review

The field of e-textiles, smart textiles, and wearable technology is contin-
uously growing. These technologies blend textiles with electronic proper-
ties bringing novel solutions to the industry both visually and functionally.
The revenues from wearables and smart textiles grow year by year. This
development indicates that these technologies have a promising future
(Singha et al., 2019).
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The definitions of e-textiles, smart clothing, and wearable technology
often seem confusing, and distinguishing between their functionalities is
complicated.

E-textiles, or electronic textiles, incorporate digital components such
as conductive fibers into traditional fabric. This technology allows them
to perform simple electronic functions like lighting up or heating.

Smart textiles take this a step further. These are fabrics that not only
integrate electronic components but also can respond to environmental
stimuli. For example, a smart textile might react to changes in tempera-
ture, mechanical stress, or biological signals like heart rate.

Wearable technologies, often referred to as “wearables”, are devices
designed to be worn on the body. These can range from smart watches to
fitness trackers and often have capabilities that allow them to connect to
the internet, collect data, and even process and transmit this data for vari-
ous uses. While many wearable devices make use of e-textiles or smart
textiles in their design, it’s not a requirement — some, like a smartwatch,
contain advanced digital functions but do not use a textile component.

Each term represents a different level of the fusion between digital
technology and items designed to be worn, providing new possibilities for
data collection, health monitoring, and user convenience (Figure 1).

SMART
TEXTILES

WEARABLES

Figure 1 An overview of the relationships between e-textiles, smart
clothing, and wearable technology
Source: Own visualization
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As it can be seen on the self-created visualization in Figure 1, e-tex-
tiles is a large area, of which the group of smart textiles is entirely part,
but wearables are partly included in e-textiles, as well. Figure 1 should
serve as an orientation when reading the definitions.

E-Textiles

E-textile is used as an abbreviation for electronic textile or electronically
integrated textile (Maxey, 2019). Electronic textiles “are, or are part of,
electronic components that create systems capable of sensing, heating,
lighting or transmitting data” (Wilson & Teverovsky, 2012:156).

E-textiles are produced of printed electronics, conductive inks, or
conductive threads. Both smart clothing and wearable technology can be
produced of e-textiles.

E-textile is a circuit that is constructed into a textile, or it is designed
to be integrated into a textile. E-textiles can be produced in two different
ways: embedded or laminated. Embedded systems are woven or knitted
into the garment. Laminated e-textiles mean that circuitry is manufactured
on a non-textile substrate that gets added to a textile with sewing or bond-
ing (Maxey, 2019).

E-textiles can serve two different goals. On the one hand, these tex-
tiles can be developed for aesthetic reasons. Conventional textiles are
equipped with new electronic features, such as LEDs, glass fibers, electri-
cally conductive threads, and electroluminescent film, to develop a new
kind of textile. There are solutions where the LEDs light up when the
wearer moves, or textiles that react to their immediate surroundings and
mimic the colors of the environment. Additionally, touch, voice, and mo-
tion sensors can be integrated into the clothing; thus, it can change its
shape and color, or make sounds, as well (Kennedy & Stoehrer, 2014). E-
textiles are not necessarily smart, can do just simple tasks and can operate
without a software, smartphone, or application (Orlando, 2019).

Smart textiles

On the other hand, e-textiles can be developed for performance reasons.
These textiles are often called smart textiles and employ conduction yarns
and sensors to collect data or provide experience. Smart textiles can per-
ceive stimuli from the surroundings and respond to them, adjusting to
them by embedding functions in the texture of the textiles (Tao, 2001).
The applied technologies can be e.g., heating pads, vibrating pads, speak-
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ers, motion sensors, or wireless connection. These textiles can be con-
trolled with external devices or navigated with inbuilt regulators (Saha,
2020). The aim of these smart textiles is to collect data about vital meas-
urements, heat, light, movement, and other local conditions (Nichols,
2020).

Existing synonyms for e-textiles are e-textile system and soft circuit.
In some cases, the terms smart textile, functional fabric, smart fabric, ul-
tra-flexible circuit, and technical textiles are used as synonyms, as well
(Maxey, 2019). Smart clothing is finding usage in healthcare, sports, life-
style, space exploration, public safety, and military (Scataglini et al.,
2019).

As smart textiles represent a new and unknown technology, several
factors must contribute to success. For the successful commercialization
of smart garments, it is necessary to offer high functionalities and weara-
bility as well as to develop the users’ acceptance (Knight et al., 2002).
Gilsoo (2009) complements this statement with highlighting the im-
portance of even more factors by adding usability, monitoring duration,
maintainability, and connectivity to the list of necessary factors.

In this context, researchers understand the successful measurement of
vital information and the ability to monitor the health status under func-
tionalities (Scataglini et al., 2019:1). Wearability stands for the easiness
of putting the garment on and taking it off. Moreover, the fit, freedom of
movement, and comfort belong to wearability, as well. User acceptance is
the factor that depends on the wearers’ cognitive comfort and their overall
wellbeing during wearing smart garment (Knight et al., 2002). Therefore,
it is of major importance to build up trust in the technology and to ensure
customers about the safety of smart garments. Usability can be described
asthe “extent to which a product can be used by specified users to achieve
specified goals with effectiveness, efficiency and satisfaction in a specified
context of use” (1SO 9241-11. Ergonomic Requirements for Office Work
with Visual Display Terminals, 1998:2). Monitoring duration means how
long the batteries can absorb and transmit the information without running
out of power. Maintainability indicates how long the smart garments can
be used without replacement and whether repairs are possible. Finally,
connectivity refers to the connection between the sensors and the electri-
cal parts as well as to the interaction between the smart clothes and the
outside world (Scataglini et al., 2019).

Intelligent clothing can be divided into three categories based on their
smartness. First, there are the passive smart systems, which are merely
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able to sense the environment. Second, the active smart systems cannot
solely perceive the surroundings but respond to them, as well. Third, the
very smart systems are the most advanced, which can change according
to the conditions (Stoppa & Chiolerio, 2014; Scataglini et al., 2020).

Wearables

A wearable is a “device for electrocardiography signal collection and
heart rate monitoring” (Lin et al., 2018:1). However, the “wearable tech-
nology found in modern fashion garments are no longer just smart sensors
but have evolved into being part of a complex ecosystem comprising sus-
tainable and innovative apparel, aiming for a cleaner industry and a
healthier lifestyle” (Arnault, 2018:18). These garments constantly moni-
tor and observe their surroundings thus gathering valuable and sensitive
data (Ziccardi, 2020). The wearables are able to collect physiological sig-
nals (i.e., BPM, ECG, respiration, and body temperature), performance
indicators (i.e., posture, aerodynamics, and movements), and environmen-
tal aspects (i.e., temperature and humidity) (Scataglini et al., 2020). Wear-
ables merge the textiles with technology through the incorporation of con-
ductive fibers (Sundaram et al., 2019), sensors, processors, communica-
tion equipment, displays, or input devices (Sonderegger, 2013) thus cre-
ating solutions that are both fashionable, functional, and comfortable (Sen
etal., 2015). On the one hand, conductive fibers can be natural fibers, such
as ferrous alloys, nickel, stainless steel, titanium, aluminium, or copper.
On the other hand, they can be threaded conductive fibers, such as con-
ductive metal or carbon powders (Scataglini et al., 2020).

The wearables open new perspectives for marketing possibilities. On
the one hand, the wearers can be very precisely controlled thanks to the
GPS tracking; thus, their behavior can be analyzed throughout the day.
For example, their behavior can be monitored while they are shopping.
On the other hand, the profiling can be much more accurate as it might
contain the clients’ sensitive characteristics, as well (Ziccardi, 2020).

Privacy and security issues of e-textiles, smart garments,
and wearables

One of the specialties of smart garments and wearables is the fact that the
wearers do not recognize that they are monitored during the whole day
(Ziccardi, 2020). Due to the close cooperation with the body, those clothes
that have the ability to interact with the body and act autonomously might
collect much more information and have access to sensitive data, too. For
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these products, it appears important to investigate the legal aspects
(Katyal, 2014) as they can be seen as “potentially dangerous technologies
for human beings” (Ziccardi, 2020:6).

Ziccardi (2020) highlights the importance of privacy by design. Ac-
cording to this approach, during the development phasis, cybersecurity
measures should be implemented, and protection should be incorporated
as soon as designing the products. The scholar emphasizes that “privacy
and security, in conclusion, are at the hearth of wearable technologies”
(Ziccardi, 2020:7). To reduce the potential for damage associated with
data breach, the use of anonymous data and the encryption of information
are essential, as well (Ziccardi, 2020).

Methodology

The introduction and literature review of current research paper have al-
ready given an insight into the wearables, smart textiles, and e-textiles
sector. The next part of the research includes studying the view of weara-
ble owners on data security aspects.

The aim of this study is to collect and analyze the wearable users’
behavior and preferences. To examine the hypotheses, quantitative re-
search is conducted, where the answers are measured on a Likert scale.
The participants of the survey could decide if they agree or disagree and
to what extent they agree or disagree with the provided selection criteria.
Additionally, the survey uses yes-or-no questions to collect the partici-
pants’ attitude.

The quantitative survey is distributed through personal contacts and
social media posts. All together 115 people participate in the survey. Four
respondents do not own wearables; thus, their answers are not included in
this research. Therefore, the total number of the participants is 111.

Both men and women are represented as participants in the survey.
45.95% of the respondents are women, while 54.05% of the participants
are men (Figure 2).
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Figure 2 The gender distribution of the survey participants
Data source: Own questionnaire

Furthermore, the countries of residence show differences among the
participants. 41 of the 111 survey respondents are from Switzerland, 41 par-
ticipants live in Hungary, 12 people are from Germany, seven respondents
live in Austria, and 10 participants are from other countries (Figure 3).
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Figure 3 The participants’ countries of residence
Data source: Own questionnaire
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The survey participants’ age distribution is similar to the wearable
owners’ age distribution in the survey of eMarketer Editors (2018). In the
2018 survey, most wearable users are between the ages of 25-34 followed
by the groups of 35-44 and 18-24. Comparing these survey participants’
ages, it is visible that in current research, most people are from the age
group of 25-36, as well. The order of the groups 35-44 and 18-24 is
slightly different, but these two groups are the second and third highly
represented ones in this survey, too (Figure 4).
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Figure 4 The survey participants’ age distribution
Data source: Own questionnaire

Considering the length of possessing a wearable, it can be seen that a
lot of respondents, over 30% of the survey participants, have been owning
a wearable for over two years. This group is followed by 27.93% of the
participants stating that they bought a wearable within the last one year.
20.72% declare that they have been owning their wearables for a half year,
and 17.12% have been using the technology for two years.

Just a very small percentage, 3.6% of the participants say that they
bought their smartwatch or wearable just one month ago (Figure 5).
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Figure 5 The duration regarding the possession of wearables
Data source: Own questionnaire

Research findings

Hypothesis 1: A significant proportion of wearable users consider data
security as an important factor when buying a product.

Hypothesis 1 suggests that data security is considered as an important
factor by a significant proportion of wearable users when purchasing a
product. A significant proportion was quantified as 25% for the purpose
of this analysis.

A one-sample z-test was applied to validate this hypothesis as the data
set was independent and composed of at least 30 participants. The analysis
was performed at a significance level of 0=0.05, allowing a confidence
level of 95% if the null hypothesis could be successfully rejected.

The survey results indicated that 36 out of 111 participants consider
data protection as an important factor when buying a wearable. This leads
to a proportion of P=36/111=0.324324.

The calculated z-score (z0=1.808) exceeded the critical value
(zcrit=1.6449), leading to the rejection of the null hypothesis. Conse-
quently, with 95% confidence, it can be concluded that the proportion of
consumers who regard data protection as important during the purchasing
process of wearables is at least 25%. Therefore, Hypothesis 1 is supported.

Figure 6 below illustrates the importance of various factors in pur-
chasing wearables. It becomes evident that quality, technical functions,
and app integrations are key aspects for wearable buyers. Contrarily, the
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weight and novelty level are considered important by a maximum of 14%
of the respondents (Figure 6).

Novelty level
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Data protection - |
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Figure 6 The importance of various factors in purchasing wearables
Data source: Own questionnaire

Hypothesis 2: Owners fear the loss and theft of data at different levels
depending on the type of the data.

Hypothesis 2 posits that the degree of apprehension concerning data
loss and theft among device owners varies according to the type of data.

An initial evaluation of survey respondents’ concerns about various
types of data theft indicates a pronounced level of anxiety associated with
the potential theft of passwords or financial information. GPS location and
address information also elicited considerable concern. Conversely, the
potential theft of data such as daily step count, age, fitness level, heart
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rate, and name seemed to cause minimal distress among participants,
based on the “very much” rating.

The figure below, labeled as Figure 7, illustrates the distribution of
these fears about data loss and theft.

Daily routine (eat, sleep, work pattern)

Fitness level

Steps taken

BPM/heart rate

Financial information

GPS data/location

Address

Your health data (height, weight)

Profile picture

Age

Password

Email address

Name

0% 20% 40% 60% 80% 100%

Enotatall malittle wmorelikely ®very much

Figure 7 The distribution of fear of loss and theft of data
Data source: Own questionnaire

To further explore this hypothesis, an Analysis of Variance (ANOVA)
was conducted to detect any significant group differences among four se-
lected types of data: financial information, password, GPS location, and ad-
dress.
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The null hypothesis (HO) was set as no difference among the mean
levels of concern across these data types, whereas the alternative hypoth-
esis (H1) proposed that at least one mean differs from the others. This
analysis was performed at a significance level of a=0.05, implying a 95%
confidence level if the null hypothesis could be rejected (Table 1).

Tablel ANOVA Calculation

SUMMARY

Group Count Sum Average Variance

Password 111 435 | 3.918918919  0.147911548

Address 111 407 | 3.666666667 0.387878788

GPS data/location 111 401 | 3.612612613 0.566748567

:’;i;ﬂa' infor- 111 433 | 3.900900901 | 0.144635545

ANOVA

Source of Variation SS df MS F P-value F crit

Between the
groups

Within the groups 137.1891892 440 ' 0.311793612

8.288288288 3 | 2.762762763  8.860870327 1.03035E-05 2.625176998

Total 145.4774775 443

Source: Own questionnaire

ANOVA computations yielded a p-value of approximately 1.03x10"-
5, which is below the a=0.05 threshold, thereby rejecting the null hypoth-
esis. This result supports the alternative hypothesis, indicating that the de-
gree of concern about data theft varies depending on the type of data. This
conclusion aligns with the F statistic obtained from the analysis, which
exceeded the critical value.

Hence, Hypothesis 2 is substantiated. It should be noted, however,
that while this analysis establishes the existence of significant differences,
further post-hoc tests may be necessary to pinpoint precisely which types
of data differ significantly in terms of the concern they generate among
device owners.

Hypothesis 3: Hungarians are more likely than the Swiss to consider the
storage of wearable data as secure.

Hypothesis 3 postulates that Hungarian respondents are more likely

than their Swiss counterparts to perceive the storage of wearable data as

secure. In statistical terms, this posits that the proportion of Hungarians



Paulovics: Assessing User Privacy Concerns in the Wearable Tech Industry 69

expressing confidence in data security significantly exceeds the corre-
sponding proportion among Swiss respondents.

A two-sample z-test was employed for this analysis. This method was
chosen as the samples were independent, and each consisted of more than
30 observations. The analysis was conducted at a significance level of
a=0.02, providing a confidence level of 98%.

The results revealed a larger proportion of Hungarian respondents
(p1=23/41=0.56098) expressing agreement (either “rather agreeing” or
“totally agreeing”) that data from their smartwatch or wearable is securely
stored compared to Swiss respondents (p2=10/41=0.24390).

The computed z-score for this comparison (z0=2.12) exceeded the
critical value (zcrit=2.05). Therefore, the null hypothesis was rejected at
a confidence level of 98%. This confirms the initial hypothesis that a sig-
nificantly higher proportion of Hungarian respondents believe in the se-
curity of wearable data compared to Swiss respondents.

The quantification of the difference is not provided here; however,
these findings have important implications for understanding regional var-
iations in the perceptions of wearable data security.

Conclusion

The terms e-textiles, smart textiles and wearable technology are often used
interchangeably, although all three should be used in their own specific
fields. The wearables are able to collect physiological signals, performan-
ce indicators, and environmental aspects, which are all private related
data. The market of wearable devices is growing rapidly, which raises the
question of who owns the data and how it should be processed.

Thus the current research work addresses the wearable users’ data se-
curity concerns. Three hypotheses are formulated and investigated based
on a quantitative survey. Based on the results, | can conclude that all hy-
pothesis can be accepted, and | formulate the following theses:

Thesis 1: A significant proportion of wearable users consider data secu-
rity as an important factor when buying a product.

Among wearable users, at least 25% consider data security as an im-
portant factor when buying a product. Based on the statement “important”,
the most important characteristics for wearable buyers are the followings:
quality, technical functions, and app integrations.
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Thesis 2: Owners fear the loss and theft of data at different levels depend-
ing on the type of the data.

Owners fear the loss and theft of data at different levels depending on
the type of the stolen data. Participants indicate that they would be very
worried if their password, financial information, GPS location, or address
were stolen. On the other hand, they would be merely slightly bothered if
their daily step count, age, fitness level, BPM, and name were hijacked.

Thesis 3: Hungarians are more likely than the Swiss to consider the stor-
age of wearable data as secure.

An interesting finding of the research is that Hungarians trust the
companies managing their data more than the survey participants from
Switzerland. Significantly higher proportion of Hungarian respondents
believe in the security of wearable data compared to Swiss respondents.

A limitation of the study is the low number of participants in the sur-
vey. 111 individuals participate in the questionnaire, which with high
probability don’t represent the population.
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